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Welcome

First things first: Welcome to data submissions for the Integrated Healthcare Association (IHA).

Based in Oakland, California, the nonprofit IHA convenes diverse stakeholders — including physicians,
hospitals, health systems, purchasers, and health plans — that are committed to high-value, integrated care.
Together, we strive to improve healthcare quality and affordability for patients across California and the
nation.

Your organization has, and will continue to play, a critical part in IHA’s efforts, providing the foundational
data needed to enhance understanding of the use, cost, quality, and delivery of healthcare across
California. We’re glad that you are a part of this exciting initiative — and we’re here to help.

Starting with MY2025, IHA selected Applied Research Works, Inc - Cozeva as our sole analytics partner for
all performance measurement programs, including the Align. Perform. Measure (AMP) program. Cozeva is a
comprehensive value-based care enablement technology and one-stop-shop population health solution,
delivering real-time data integration and enabling its customers’ quality, equity and risk programs to work

seamlessly on a single, unified platform. Cozeva is an NCQA-certified HEDIS® vendor, NCQA-certified

Validated Data Stream (through NCQA'’s Data Aggregator ValidationSM program), ONC-certified Health
Information Technology, Qualified Health Information Organization (QHIO), and HITRUST-certified CSF r2
solution. In partnership with IHA, Cozeva will work with each of you to deliver on data ingestion and
validation, performance measurement and reporting, benchmarking and more.

Our teams will work closely with you to help explain IHA’s submission requirements and how to meet them
as efficiently as possible. This “IHA Data Submission Guide” (DSG) is the place to start. On the following
pages, we will outline the process from start to finish, walking you through each step of working with
Cozeva, our data integration solution for commercial, Medicaid, and Medicare submissions alike.

For new data submitters, this is the place to familiarize yourself with the technical requirements of IHA data
submissions, including information on how data fields should be prepared, how to protect and transmit
data, and how to contact our support team when questions arise. For data submitters already familiar with
Cozeva, these pages may provide a helpful refresher on coding specifications and program milestones.
Whether new or veteran, welcome!

We’re Here to Help

Meeting reporting requirements can sometimes seem like a complicated process. Cozeva is here to help.
Our staff are ready to work with you. If you have a question, we’ll help find the answer.

How to reach Cozeva

For communication related to Cozeva’s partnership with IHA or to discuss matters related to data
submission or validation, please email iha@cozeva.com
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For assistance using the Cozeva platform, including the need to report issues, bugs or provide general
feedback, please contact the Cozeva Support Team while logged in to the platform. You can either initiate
a Live Chat session or submit a Cozeva Support Ticket directly from the application. Alternatively, you can
contact our live Support Team directly by phone at: (866) 601-0450 for the Eastern time zone and (877)
862-7048 for Pacific time zone. Cozeva Support phone and live chat options are available during business
hours in respective time zones.

How to reach the Integrated Healthcare Association (IHA)

1. Gabrielle Torres, Client Success Manager
510-281-5617 (Pacific)
gtorres@iha.org
www.iha.org

2. Email amp@iha.org
Getting Started with Cozeva

Establishing Agreements

To satisfy the first step of IHA program participation, IHA will connect new IHA data submitters

with Cozeva to complete all relevant legal agreements before data sharing can commence. Legal
agreements including a Master Service Agreement (MSA), a Business Associate Agreement (BAA) and an
IHA Performance Measurement Programs (PMP) Statement of Work (SOW) must be established between
Cozeva and the new participant organization.

Once this process is completed, IHA’s Client Success Manager will coordinate an onboarding meeting with
Cozeva and the new participant to review the data submission process and timeline, Data Submission
Guide, SFTP registration, and next steps. Historical data including at least 3 years (ideally 5 years) worth of
historical data feeds, starting with the baseline measurement year, will need to be submitted by new
participants to support measure generation.

Please note that, if your organization already contracts with Cozeva for their PayerOne product/platform,
your organization may already have an MSA and BAA in place.

Establishing Data Exchange Protocol

IHA data submissions will be accepted only through secure file transfer protocol (SFTP). To facilitate this
process, Cozeva leverages a managed file transfer application for secure file transfer and receipt.

Cozeva’s SFTP is a Secure File Transfer Protocol, an extension of Secure Shell protocol (SSH) version 2 -

a well-known protocol for secure client-server access. SFTP provides for the following:
® Encrypted communication to ensure the privacy of data transfer over the Internet.
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® Target verification similar to SSL (used in HTTPS); i.e., once a user accepts a host as trusted, the
host signature is kept on file. This allows for detection of man-in-the-middle type attacks by
ensuring that you are logged onto the "correct" host.

Upon implementation, Cozeva will work closely with your IT/Operations team to set-up SFTP connectivity
and validate the initial historical data load. This SFTP connection will be used for ongoing transmission of
files to Cozeva for validation, ingestion and processing. Data, including outbound data and error files, is
also sent to customers via a secure SFTP connection. Organizations are responsible for the management
of SFTP accounts for data transfers.

® [P addresses ® User credentials, etc ® Encryption
® Authentication methods ® Access points ® Schedule uploads

To initiate SFTP setup, organizations will need to provide the following information to Cozeva:

® User details:
o Name and email address for each user that will be using SFTP

o List of IP addresses that users will be logging on from
® Connection details:
o Choice of authentication methods- Either ID/password or ID/trust keys
o Ifusing trust keys, provide the SSH pubilic trust key for each user.
® SFTP client:
o Cozeva highly recommends the following free Windows SFTP clients: WinSCP and Filezilla.
These clients support both simple and advanced configurations, as well as differing
authentication methods (e.g., ID/password, ID/trust keys, etc).

Determining File Submission Requirements

New to Cozeva:
If your organization does not contract with Cozeva for their PayerOne product/platform, please follow the
file submission format and instructions outlined in this Data Submission Guide.

Existing PayerOne customers:

If your organization currently contracts with Cozeva for their PayerOne product/platform, please reach out
to your IHA Client Success Manager or the Cozeva team at iha@cozeva.com to determine file submission
requirements. Organizations that currently leverage Cozeva's PayerOne platform should submit data to
Cozeva using their existing Cozeva file exchange processes. A per-organization gap analysis will be
conducted as part of the onboarding process to identify any IHA-required fields that need to be added to
your existing data exchange.
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About your IHA Submissions

Data submitted to Cozeva will be used to support the generation of measure results for Appropriate
Resource Use (ARU), Total Cost of Care (TCOC), and certain clinical quality measures for the various IHA
programs that utilize your submissions. Detailed measure set information can be found in the AMP
Measure Set on IHA.org under AMP Participant Resources.

To support the Atlas and AMP program results, health plans are asked to submit six files, which will be
linked by member and used to generate the reported performance measure results. Note that the file list
below applies to IHA health plans at-large. These files include the following:

Eligibility

Medical Claims
Pharmacy Claims
Cost

Supplemental Data

o0 s wN -

Member ldentifier

Existing Cozeva customers will continue to submit the files listed below using the current Cozeva data
stream and format instead of using the Data Submission Guide.

Member
Enrollment
Attribution

Medical Claims
Pharmacy Claims
Supplemental Data

o0 s wN -

Please note that existing Cozeva customers will still need to provide the Cost and Member Identifier feeds
following the requirements of the Data Submission Guide. Reach out to iha@cozeva.com if you have
questions regarding how the timeline and file differences apply to you.

Please submit data for all California members. If you have any questions or concerns about a specific
population, please contact IHA at amp@iha.org.

Self-Validation Tool Instructions

Cozeva supports advanced file self-validation processes to aid your organization in sending complete and
accurate data for use in performance measurement, and to deliver greater flexibility and visibility into the
data validation process.
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Once you are ready to begin sending data to Cozeva, submit files to Cozeva by dropping files onto the
established SFTP for your organization. Files for validation should be placed into the /Self_Validation
folder, using the appropriate naming convention for the file (see Table 1 under File Submission Instructions).

Error and warning reports are generated and provided back to your organization via the
/Self_Validation/outbound/ folder of the SFTP for troubleshooting and error correction. In conjunction with
automated file validation, email notifications to relevant individuals are provided for files transferred using
the SFTP and validated through the self-validation process.

Files uploaded to the /Self_Validation folder will not be loaded or used for ingestion unless they are
subsequently placed in the /inbound folder of the SFTP by your organization.

File Submission Instructions

Once you are ready for your files to be loaded into Cozeva for use in measurement, submit your
production-ready files to Cozeva by dropping files onto the established SFTP for your organization. Files
for ingestion should be placed into the /inbound folder, using the appropriate naming convention for the
file. File names provided must be unique across all files provided over time into the /inbound folder of the
SFTP.

File Validation Process for Production-Ready Files

Similar to the above process for self-validation, files placed into the /inbound folder will be validated
through Cozeva’s advanced error and warning scripts. Error and warning reports are generated and
provided back to your organization via the /outbound/ folder of the SFTP for transparency into any issues.
Immediately following validation, the file load process begins. Note that you will not be able to halt the load
of files once the load begins. As such, the self-validation tool should be used to ensure files are load ready
prior to submission to the /inbound folder.

Cozeva provides email notifications to relevant individuals when files are transferred using the SFTP,
including email notifications for file validation, file load/processing and successful computation completion.
A summary of details associated with these email notifications and validation results are available in the
Cozeva application under the TimeCapsule module. This module will become available as part of the set-
up process once your implementation and historical data load processes are completed.

As part of the file validation process, Cozeva institutes threshold checks on a per file basis to aid in
anomaly detection and for proper load balancing. If your organization plans to send a file with significantly
higher record count than previous, please notify the Cozeva team via an in-app support ticket at minimum
3 business days in advance of your file load date to ensure successful load and efficient processing.
Threshold expectations per file will be published after the MY2025 onboarding process is complete.
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Manifest File

The Manifest File is used to validate the number of files expected in a batch and the number of records

expected in a file and enables file transfer integrity checks. Each batch of files submitted must be

accompanied by a manifest file. The Manifest file must contain the file name of every feed file expected in
a batch, the file version, number of rows (header and trailer rows included) and SHA256 Hash. If any of
these attributes do not match what is discovered in the uploaded batch of files, file processing will halt.

Learn more about the Manifest file in the Appendix of this document.

File Submission Details

Files must be submitted according to the instructions and file naming conventions outlined below.

Table 1. File Naming Conventions for Core DSG Files

File Type Naming Convention

Manifest <CustomerAcronym>_Inbound_<batch date YYYYMMDD>.manifest
Example: ABC_Inbound _20240904.manifest

Eligibility <CustomerAcronym>_member_eligibility_dsg_inbound_<versionlD>_<batch

date YYYYMMDD>.txt

Medical Claims

<CustomerAcronym>_medclaims_dsg_inbound_<versionID>_<batch date
YYYYMMDD>.txt

Pharmacy Claims

<CustomerAcronym>_pharmclaims_dsg_inbound_<versionID>_<batch date
YYYYMMDD>.txt

Clinical
Supplemental Data

<CustomerAcronym>_medsupp_dsg_inbound_<versionID>_<batch date
YYYYMMDD> txt

Cost

<CustomerAcronym>_cost_dsg_inbound_<versionID>_<batch date
YYYYMMDD>.txt

Member Identifier

<CustomerAcronym>_member_identifier_dsg_inbound_<versionID>_<batch
date YYYYMMDD> txt

Details on File Naming Conventions:

® Customer Acronym: Your organization will be assigned a “customer acronym” which will be
between 3-6 characters and should be included as the prefix to all file names.

® Version ID: Ensure that the correct VersionlID is included in the file name to support appropriate file
processing. The VersionID will be a 3 digit identifier for the DSG version #. For example, DSG 9.1

should be submitted as 910.

e When updating feed versions (i.e. moving from DSG Eligibility 8.1 to DSG Eligibility 9.0),
please allow at least 7 business days to complete the configuration prior to sending the
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updated version on your inbound data load day. Please inform your Cozeva Customer
Success Manager by submitting a Cozeva support ticket detailing the change in feed
versions.
e Batching & Batch Date: Data loads are completed in batches. All files in a batch should match our
naming convention and the date should be the same for all files in the batch.

e Allfiles are dependent on the successful receipt and load of the Manifest and Eligibility
files. If a delete file is sent to Cozeva (ie. supplemental data delete), please ensure it is
included in the manifest file.

e The batch date should reflect the expected load date of the batch. A file's batch is
identified based on the date within the file's name. If we are unable to locate the batch
name or if there is an error in the batch’s name, the data load process is halted. If multiple
batch dates are included in a manifest file, files will be processed in a chronological order
by date.

® [f your organization realizes an incorrect file was uploaded prior to the file’s load into
Cozeva, please let your Customer Success Manager know as soon as possible. Note that
the following steps cannot be taken for the same outcome after the load has started.

e If you would like to halt the load, please provide a new Manifest file with the exact
same name and information, except with no file names present within the file.

e If you would like to stop an individual file from being loaded as part of the batch
that was already submitted, please provide a new Manifest file for that batch with
the exact same file name and information except with that individual file’s name
removed from the Manifest file content.

e If you would like to correct a previously submitted file, please resubmit the
corrected file with the same file name that was previously submitted in the batch’s
Manifest file. We will load the latest successfully received file of the same name.

All files must be sent by 5pm Pacific Time in order to be processed with that day's load. If files are sent
after 5pm, they will not be included in that day's load, and will instead be processed in the next planned
load for your organization. Please note that each organization/client will have an assigned load date. Files
submitted prior to the assigned load date will be held until your organization’s assigned load date.

Refresh Protocols

Cozeva uses the following refresh protocol to process data received over time and maintain the most
accurate data associated with each record and member. There are two types of refresh options available
with Cozeva:

e UPDATE
e DELETE

The Primary Keys, defined in each feed table, govern how a client's data gets refreshed in the Cozeva
database. The exception to this rule is claims data - For Medical Claims and Pharmacy Claims files, the
Primary Keys are Claim ID and Claim Line. However, any updates and deletes are done at the Claim /D
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level. Claim Lineis not used for updates or deletes. Claim feed updates are done at the Claim level, not the
Claim Line level.

In the case of an UPDATE, all attributes corresponding to the Primary Key should be supplied. Any data not
supplied in the newest record for Cozeva with that same Primary Key will not be retained.

o Ifthe primary key supplied already exists, it will be used to update the attributes of that entry.
e Ifthe primary key supplied is new, it will be added along with the attributes of that primary key.

Please note that this does NOT apply to the Clinical Supplemental Data Feed where a delete file is
required to update any previously provided records.

In the case of a DELETE, only the primary key(s) of the records that need to be deleted should be supplied.

Please maintain all IDs provided to Cozeva. IDs must be unique across time and all files received
historically, unless specified otherwise in the specifications for that feed format. These IDs are critical to
performing updates and deletions on previously provided data. Refer to Table 2 for file-specific refresh
protocols.

Table 2. Refresh Protocols by File

File Type Refresh Type | Details

Eligibility Incremental Member records (Member ID and relevant demographics
information) are processed as upsert. Cozeva will recognize the
differences between the most recent file delivered and the
current record in the database associated with a Member ID to
update records. Records will never be deleted from Cozeva.
Records are only added and updated.

Enroliment and attribution-related details are also processed as
upsert. Cozeva will recognize the differences between the most
recent file delivered and the current record in the database
based on the Eligibility file primary key to update records. New
records will be appended to a given member’s eligibility history.
Eligibility records will not be deleted from Cozeva, except at the
end of the year when eligibility information is replaced by the
contents of the Member Identifier file.

Medical Claims Incremental Each file submission should only contain new or updated data
relevant to the file type. Cozeva will recognize the differences
between the most recent file delivered and the current record in
the database associated with Claim ID.

For each unique Claim ID provided, Cozeva uses the latest
version of each Claim ID provided across all files received. Note
that this is not done at the claim line level. Data provided in

Confidential. Do Not Distribute. ©2025, Applied Research Works, All Rights Reserved.



Integrated
Healthcare

ASSOCIATION

COZEVA

Pharmacy Claims Incremental

previous versions of the claim ID are ignored in their entirety.
Reversals are not used towards determining the final contents
or numerical values associated with a Claim ID.

If a Claim ID is provided with an odd version number, the Claim
ID will be deleted in its entirety (all claim lines), even if a new
version of that Claim ID is not provided.

Clinical Supplemental | Incremental
Data

Each supplemental data record must be associated with a
unique supplemental data ID. This ID should be unique across
all supplemental data files received from your organization
across time, and should be used in the event of any deletions or
corrections required.
e To delete a previously submitted supplemental data ID,
provide a delete file (separate .txt) to Cozeva containing
that supplemental data ID.
e To correct a previously submitted supplemental data
IDs, provide a delete file (separate .txt) to Cozeva
containing that supplemental data ID and then resubmit
the record with the updated information.

Cost Full Refresh The contents of the file replace all data provided in previous
versions of the file for that measurement year.
Member Identifier Full Refresh The contents of the file replace all data provided in previous

versions of the file for that measurement year.

Data Submission Timelines

All AMP participating health plans at large will be submitting the files outlined in the “About your IHA
Submissions” section of this document to Cozeva. Reach out to amp@iha.org if you have questions
regarding how the timeline and file list apply to you.

Below is the monthly data submission timeline:

File Type Cadence Due Date

Eligibility Monthly Last day of the following month

Medical Claims Monthly Last day of the following month

Pharmacy Claims Monthly Last day of the following month

Clinical Supplemental Data Monthly Last day of the following month

Cost Monthly* Last day of the following month

Cost Annual Second Tuesday of May the following year
Member Identifier Annual Last Friday of April the following year

*Note that monthly Cost files are not expected to be submitted by health plans in 2026. IHA plans to
resume collection of regular Cost files in 2027.
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Note, if the last day of the following month falls on a non-business day, the data submission due date will
fall on the next business day. For example, if March 31 falls on a Saturday, the February file submission
will be due the following Monday, April 2",

Production files received by Cozeva should include eligibility and claims paid or changed dates for the
reported month.

Accessing the Cozeva Platform

Cozeva is a cloud-based application that does not require the installation of software on local machines.
These solutions can be accessed with a high-speed internet connection from a web browser on most
desktop and portable computers, as well as most compatible mobile devices including smartphones and
tablets with cellular or wireless internet capabilities.

Supported browsers include:
e Google Chrome: version 47 and above (preferred)
e Mozilla Firefox: version 50 and above
e Apple Safari: version 12 and above
e Microsoft Edge: any version

For best results and to ensure user security, users should keep their machines, devices and web-
browsers updated in accordance with the developer and manufacturer's recommendations.
Administrative users accessing the system from an internal network, or through virtual environments,
should partner with their organization's IT team to ensure that the internal network is optimized to
efficiently run Cozeva. Occasionally, some networks may block resources needed by Cozeva.

User Account Creation

Organizations can create accounts for new users individually directly in the Cozeva User Interface (Ul) for
immediate use or in bulk through a data file submission. Organizations should exercise caution when
creating accounts using proper role and assignment to prevent the unauthorized access of patient
medical records.
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Appendix

Manifest File FAQs
Frequently Asked Question

How do | generate the hash for
a file?

COZEVA

‘ Answer

Command for Windows system:
certutil -hashfile c:\example\test_file.txt SHA256

Command for UNIX system:
sha256sum test_file.txt

What will happen if the hash of
a file does not match?

If a hash in the manifest file doesn’t match with the hash of the
file that your organization sends, Cozeva will not load any of the
files in that manifest file. The file hash match status will be
communicated in the validation email.

Even though the mismatch may have occurred for only one file in
the batch, the entire set of files is halted to ensure that only
complete, accurate batches of data are loaded into the system.

What will happen if two or
more manifest files with the
same batch dates are
received?

If two or more manifest files have identical batch dates, the
system will automatically prioritize the latest submission (based
on timestamp). This means earlier files with matching batch
dates will be overwritten.
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